Aﬂ)ut the
Course

This course provides a
comprehensive understanding of
data privacy and protection laws,
regulations, and practices in
Asia and Europe, focusing on
New Data privacy laws in India
and Singapore. Participants will
gain insights into the legal
frameworks, challenges, and
best practices related to data
privacy, cybersecurity, and data
protection in these regions. The
course aims to equip
participants with the knowledge
and skills necessary (o)
understand and navigate the
complex landscape of data
privacy and develop strategies
to ensure compliance, and
safeguard data.
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Key features of the
Course

e Duration of Course- 2 months
{classes on weekend i.e Fri-Sat
(6-8pm)}

e Mode of the Course- Hybrid
mode

e Session by Experienced Faculty
of National and International
repute.

e Well developed course material
through presentations.

e Course material would be
provided.

e This course is a Value Added
Course

¢ Incentives and Awards will be

given to meritorious students.




REGISTRATION Course fee

DETAILS e General Fee-INR 10,000
Registration open- (Till 30th July, 2024)
10.06.2024 e Early bird Registration-

INR 7,500 (Till 30th June,
2024)

e For GALTER Members and
SRM Faculty Members-
INR 7,500

e For Students and
Research Scholars- INR
6,000

INTERNATIONAL
PARTICIPANTS

Early bird registration-
Till 30.06.2024

Registration closes on-
30.07.2024

Registration through link-
https://erpsrm.com/srmh
online/eventportal

e General Fee-120 USD or
110 Euros (Till 30th July,
2024)

o Early Bird Registration- 90
USD or 83 EUROS (Till
30th June, 2024)



https://erpsrm.com/srmhonline/eventportal
https://erpsrm.com/srmhonline/eventportal

Course q ASSIGNMENTS & ASSESMENT
Learning Outcomes '%/ There will be assignments given to

each participant at regular intervals
followed by a final examination.

e Analyze the key components and historical Total- 200 marks
evolution of data privacy and protection
laws in Asia (India and Singapore) , and,

Europe. Online
p ° ASSig hment (':Ioong: rt:[?n::(usle)
e Compare and contrast data protection (after every module)

frameworks in India, Singapore, and
Europe, with a focus on the General Data SN
Protection Regulation (GDPR) and other Assignment and
regional laws.

» Develop effective compliance strategies
for cross-border data transfer, considering Final 50 Marks
the EU's adequacy decisions and the examination (Subjective)
approaches of India, and Singapore.

e Implement data breach response
protocols and incident management plans PASSING CRITERIA: 60% or above
to ensure timely and efficient handling of
data breaches in compliance with

respective data protection laws Note- This is mandatory for each enrolling candidate to
submit the assignments, including the Research Project
and pass the course examination to avail the course
certificate
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Module 1
Introduction to Data privacy and Protection
(Lecture 1-3)

Module 2
Modern Privacy Principles
(Lecture 4-6)
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Data protection Framework in Europe
(Lecture 7-12)

MODULE-4
Data Protection framework in India
(Lecture 16-18)

Module 5
Data Protection framework in Singapore
(Lecture 19-21)

Module 6
Cross-border Data transfer Compliance
Lecture 22-24)

Module 7
Data Breach and Incident Response
(Lectures 19-21)
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_(Lectures 22-24)

Module 9
Data Privacy Compliance in the Digital Era
(Lecture 25-27)

Module-10
Cybersecurity and Data protection

(Lecture 28-30)

Concept of Privacy, Relationship between Data and Right to Privacy

Evolution of Data Privacy Laws in India, Singapore and Europe.

Elements of Personal Information- Personal Data (EU) (HK) (SG), Personal Identifiable Information (USA), Sensitive Personal
Data Information (IND), pseudonymisation, Anonymisation and De-identification

The Organisation of Economic Cooperation and Development (OECD)

‘Guidelines Governing the Protection of Privacy and Trans-border Data Flows of Personal Data.” (1980)
-The Asia Pacific Economic Cooperation (APEC) privacy principles

Fair Information Practices (FIPs)

Universal Declaration of Human Rights (1948)

General Data Protection Act and its impact
Key Rights and Responsibilities of Data subjects and data controllers under GDPR
GDPR Enforcement and penalties

Constitution Articles: Article 21

Relevant Provisions: The Right to Information Act 2005, The protection of Human Rights act 1993

2017 Supreme court judgement on Right to Privacy- KS Puttaswamy judgment

DPDP Act, 2023: Imp. Definitions, Key Provisions and concepts, Institutional Structure, Enforcement & Penalties

-National Internet Advisory Committee - (NIAC) 2002 Report, Report on a Model Data Protection Code for the Private Sector.
Personal Data Protection Act 2012 (PDPA)- Important Definitions , key provisions and concepts, Institutional structure ,
Enforcement and Penalties

Comparison with GDPR and other regional data protection frameworks

EU’s adequacy decisions and data protection adequacy
India and Singapore approach to Cross-border data transfer mechanism
strategies for ensuring compliance with cross-border data requirements

Understanding data breaches and their consequences
Incident response protocols and strategies for handling data breaches
Reporting requirements and notification procedures in India, Singapore, and Europe

Rights of data subjects under GDPR, Indian data protection laws, and Singaporean data protection laws
Handling DSARs and ensuring compliance with individual rights

Challenges of data privacy compliance in the age of big data, IoT, and Al
Navigating the complexities of emerging technologies in India, Singapore, and Europe

Intersection of cybersecurity and data privacy
Addressing cyber threats and protecting sensitive data in India, Singapore, and Europe



About GALTER Q\

Global Academy of
Law-Tech Education
and Research herein
after referred as
GALTER (A
Proprietorship Firm
registered as GALTER.

With Managing Director PROFESSOR
M.K. BHANDARI, with Udyam
Registration Number- UDYAM-TS-02-
0087671, having its address, Tulip 37, L
& T Serene County, Gachibowli,
Hyderabad-032,

Telecom Nagar,
Telangana. India) is a unique dedicated

Research Oriented Educational
Academy with focus on interface of
emerging highly disruptive
technologies, such as Blockchain,
Cryptocurrencies, Digital Assets,
Fintech, loT, Artificial Intelligence and
metaverse and promoting their proper
and effective ethico-legal framework.
The GALTER is an experienced pool of
experts from Education, Law, Science &
Technology, Management as well as
other related fields.

About SRMUH,

Faculty of Law
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Faculty of Law is a key part of SRMUH family, offering
professional courses recognised by the Bar Council Of India.
We are dedicated to a Center of Excellence in Law, we
further the vision of our University to “emerge as a leading
world-class university that creates and disseminates
knowledge upholding the highest standards of instructions.
Along with academic excellence and skills, our curricula
imparts integrity and social sensitivity to transform our
graduates who are best suited to serve the nation and the
world”. Our multidisciplinary approach allows students to
collaborate with other faculties and departments, providing
them with unique learning opportunities. Aligned with the
National Education Policy (NEP) 2020, our curriculum
emphasizes global competitiveness and the integration of
new technologies, particularly in the field of Artificial
Intelligence (Al) and Machine Learning. Through our
Computer Science Department, students gain exposure to
these essential skills, preparing them for the evolving legal
profession. We are committed to nurturing a diverse group
of students, equipping them with the necessary life skills for
a successful career in law.
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RESOURCE PERSONS SO RGANISING COMMITIEE)

PN e COURSE DIRECTORS

Prof Dr. Ingrid Vasiliu Feltes 8 prof Dr. Andrew Koh Na. Vijayshankar
Global Expert in DeepTech Law-Tech Faculty Chairman, Foundation of
and Ethical Issues ’ Data Protection

Singapore
gap Professionals in India

Prof Dr. M.K. Bhandari Prof Dr. V. K. Singh
Senior Prof. of Law Dean, Faculty of Law
Founder, GALTER SRMUH

COURSE COORDINATORS

|
Dr. Sharada G. Patil Dr Aparajita Bhat -y

Principal, KLES Law College Assistant Professor
Hubbali NLU, Delhi

Mr. Govinda Mengji_
Associate Director/ Senior
Manager at Deloitte,
Middle East

Dr. Yatin Kathuria
Assistant Professor,
Faculty of Law,
SRM University

Ms. Prachi Mishra
Assistant Professor,
School of Law, UPES,

Dehradun

CONTACT INFORMATION

. Ms. PRACHI MISHRA - +91 80090-22048
S e L Dr. M.K. BHANDARI- +91 91677-24112

Legal & policy Counsel, Data Privacy Consultant,

FloBiz World Cyber Security Forum Dr. YATIN KATHURIA- +91 98771-64312



